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. INTRO



Ethical Considerations



Il. PHYSICAL ISSUES






Routers and Modems



Secure your home router






Use a VPN
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Il. DATA SECURITY



HACKERS ...

Phony + Fishing = Phishing

Phishing still considered biggest data threat

FBI, Scams and Safety; Common
Fraud Schemes (last visited 4/26/20)

Not always covered by cyber insurance

RansomWare doubling every year . ..
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https://www.fbi.gov/scams-and-safety/common-fraud-schemes

Payment will be raised on

51672017 00:47:55

Your files will be lost on

512012017 00:47:55

Contact Us

Wana DecryptOr 2.0 X
Ooops, your files have been encrypted!

What Happened to My Computer? A
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

our decryption service,

Can I Recover My Files?

Sure, We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>,

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

™43

= = Send $300 worth of bitcoin to this address:
bitcoin

ACCEPTED HERE

129YDPgwueZ9NyMgw519p7AABisjré SMw

Law Firm Sues Insurer After Ransomware
Attack, $700K Lost Billings

Ey William Vaogeler r 4

Like other embarrassing crimes, malware attacks often are not
reported —— especially when law firms are the victims. It took a
lawsuit for this one to come out.

A Rhode Island law firm has sued its insurance company for lost
income suffered during a ¢y
the firm's

er attack last year. For three months,
ymputers were held hostage by ran e — a form
malware that criminals use to extract ransom payments from

victims.
about
0 in hillable fees before hackers freed the

system. The law firm wants Sentinel Insurance Company to pay for
it.

$25,000 Ransom

In the lawsuit, the law firm says the malware invaded the computer

network after a lawyer clicked on an email attachment. It locked up
all of the firm's documents and information, effectively shutting
down the workf
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Dozens of Big

Firms Targeted by Hacker

Seeking M&A Info

By Nell Gluckman Mar 31, 2016 at 02:05AM  Originally published on The American Lawyer

"Consider litigators unable to access motions on a deadline.

Trial lawyers preparing for arguments without key documents.

Transactional lawyers unable to communicate with clients
attempting to close multibillion-dollar deals."

— Roy Strom, The Am Law Daily
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How to spot a Spoof Emall

T .

Scott via DocuSianl<william scott@flexo

Please review your document Invoice 4684360 for optiable.com

D This item will expire in 20 days, To keep this itern lenger spply nt Fletention Policy

okiand athec fenctiogals e b this message ta the

This mesesge was marked a5 spam wsing 3 punk iiter other than the Outiook fJunk Emad filter
We remiowved extra line breaks from this message

— = — — . . —_— . . e

a3 marked a5 spam using 3 punk filter other than the Outicok Junk Emadl filter

We removed extra bne breaks from thes message

vour decument is re
REVIEW DOCUMENT Ehttp://digitalactionist, com/file, php?decument="3IhaWouymFSZXIALI BOMWFbGUUY 29 >

Your Invoice 4684360 from optiable.com for May Document is Ready for Signature,

Please review and sign your Inveice 46843560 from optiable.com for May wvia DecuSign by clicking on the "Review Document” button above. Signimg wi
complete until you have reviewed the document and confirmed your signature. Please contact us if you have any questions. Thank you.

Powered by

Do Mot Share This Email
This email contains a secure link to DocuSign. Please do not share this email, link, or access code with others.

Alternate Signing Method

Visit DocuSign.com, click "Access Documents', and enter the security code:
4C408

ECBF62G50E7AGB1BB212817

EZ171

About DocuSign
Sign documents electronically in just minutes. It's safe, secure, and legally binding. Whether you're in an office, at home, on-the-go -- or even across t
DocuSign provides a professional trusted solution for Digital Transaction Management™.

Questions about the Document?
If you need te medify the decument or have questions about the details in the document, please reach out to the sender by emailing them directly or n
armail,

If you are having trouble signing the document, please visit the Help with Signing <https://support.decusign. com/en/knowledgeSearch?
by=topichtopic=signingfproduct=all> page on our Support Center <https://support. doecusign. com/> .

DS Diana Sanchez <dsanchez@citimed.com>

Onedrive Secure file: 2407 W. Flournoy unit B Sale contract

OneDrive for Business

Secure Message Notification from Law Offices of James R.
Ackley

https://josmente gia.net.ve

Click or tap to follow link.

Click here by 2018-04-17 15:37 EST to read your

message, This link is available for One day from the date of
the email.




Use encrypted communications

Encryption Decryption

Encrypted Infrastructure



https://haveibeenpwned.com/

lll. FILE STORAGE
ISSUES



File Storage/Sharing
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https://www.sharefile.com/
https://www.onehub.com/

USE A DMS

Upload / Change

Allow documents to be moved from this repository’s cabinets to other repositories.

@wnload warning threshold | 100} An e&il will be sent to all repository administrators if any user downloads more than this number of documents during a single login session.

105 app access [Allow any NetDocuments app V|

ndConnect Access (Beta) | Two way sync Vl Provide this URL to all users to zet up their ndConnect sccount: https-/inde netdotuments com/ndConnect

Content Elevated




ENCRYPTION




For Only $4.95 | can read your hard drive

Read a HDD or SSD external w/ this USB
3.0 adapter for $4.50 Prime shipped




Drive Tools

BitLocker (

) Uninstall orchangeal  prear nassword to unlock this drive.
jB2 System properties

_I ST

System

More options

Documents Downloads

Music Pictures

_—

Videos

d driv . Mew folder

Local Disk (C:)
|
184 GB free of ] R

Local Disk (D)

®

Recycle Bin

Encrypt Your
Flash Drives if

You Mall

Data
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Use
Portable
Drive
With A

Lock

H

APRICORN

Cance
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V. WHAT TO DO



Use strong passwords and a password manager



Create Complex Passwords

It EmEm ” -
(1] FI =1 N
D =cowimFrd hac RFean Aaaenaerstadd — - laRala—Tal =
Oy L] L] Hl=s LA Ll =1 O UL AL ulau] L

AgelxMEN

| Copy new generated password to clipboard
¥ Advanced settings

Number of characters:
Ewclude similar characters
Hexadecimal 0-9, A-F

J| A-Z |Wa-z [V 0-9

Minimal number of digits:

Bit Strength = 45

The password “norman”
has 320,000,000 different
combinations and can
take less than a second
to hack.

The password
“AQ60XMBN#3$" has
60,510,648,114,517,017,12
0 combinations and
would take 20 years to
hack.
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Two Factor Authentication

We've sent you a text message with a verification code.

g craig.bayer@optiable.com
+3 00K LE S S 2
697152| I I

m Email/Username

your-username

Use a different venfication option

Sign out and sign in with another account Password Fnter code

KRR REHERF 123456

More information




Lock Computer After Inactivity

General FileVault Firewall Privacy

A login password has been set for this user Change Password...

+ Require password 15 minutes < after sleep or screen saver begins

i T A S g
LN SCrean |s IOCKeC

+ Allow your Apple Watch to unlock your Mac

Screen saver

Blank Settings... Preview

Wait: 10 7 minutes ] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings




nstall

updates regularly

L

Working on updates

20% complete
Don't turn off your computer



Use antivirus ,
software e e
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Back up
your data




V. AUDIO and VIDEO
CALLS



VOIP Phones

CISCO IP PHONE
7961 SERIES

“
/;
GHI
(3
PORS
¥




VIDEO CALLS

Can You Hear/See Me Now?

» Blue Jeans (Verizon)
- Facebook Messenger
- Facetime (Apple)

 Fuze

 Google Meet (Hangouts)

« GoToMeeting (LogMeln)
« RingCentral®
 WebEx (Cisco)

« WhatsApp (Facebook)

« Joom
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https://www.verizonwireless.com/business/articles/business/blue-jeans-verizon-solution-brief/
https://www.gotomeeting.com/
https://www.messenger.com/features
https://www.ringcentral.com/?BMID=GG17ED888610&cid=sem&mkwid=sHjNKSypM|pcrid|429376036981|pkw|ringcentral|pmt|e|pdv|c|slid||&pgrid=41091333769&ptaid=kwd-353845338&st-t=&RCKW=ringcentral&RCMT=e&gclid=EAIaIQobChMIkauonIqJ6QIVMgPnCh2-DAz9EAAYASAAEgIsdvD_BwE
https://support.apple.com/en-us/HT204380
https://www.webex.com/
https://www.fuze.com/
https://www.whatsapp.com/
https://gsuite.google.com/products/meet/
https://www.zoom.us/

Resources

« Zoom'’s Biggest Rivals Are Coming for It, NYT, by Mike Isaac
and Sheera Frenkel (4/24/20)

e Zoom'’s Security Woes Were No Secret to Business Partners Like
Dropbox, NYT, by Natasha Singer & Nicole Periroth (4/20/20)

« Video Conferencing and Recording: Know the Risks Before You
Connect, ALM LTN, by Gina M. Vitiello, Chamberlain Hrdlicka
(4/23/20)

« Zoombombing

 Craig Ball, Protect your Meetings From
Zoombombers, Ball in your court (3/23/20)

« 4/3/20NYT | 4/2/20CNN | 3/25/20TO Acorn |
3/12/20 NYT -



https://www.nytimes.com/2020/04/24/technology/zoom-rivals-virus-facebook-google.html
https://www.nytimes.com/2020/04/20/technology/zoom-security-dropbox-hackers.html
https://www.law.com/legaltechnews/2020/04/23/video-conferencing-and-recording-know-the-risks-before-you-connect/
https://craigball.net/2020/03/23/protect-your-meetings-from-zoom-bombers/
https://www.nytimes.com/2020/04/03/technology/zoom-harassment-abuse-racism-fbi-warning.html
https://www.cnn.com/2020/04/02/us/fbi-warning-zoombombing-trnd/index.html
https://www.toacorn.com/articles/cvusd-meeting-falls-victim-to-zoom-bombing/
https://www.nytimes.com/2020/03/20/style/zoombombing-zoom-trolling.html
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